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Abstract. This paper introduces the One-Click Grid resource, which
allows any computer with a Java enabled web browser to safely provide
resources to Grid without any software installation. This represents a vast
increase of the number of potential Grid resources that may be made
available to help public interest research. While the model does make
restrictions towards the application writer, the technology provides a real
Grid model and supports arbitrary binaries, remote file access and semi-
transparent checkpointing. Performance numbers show that the model
is usable even with browsers that are connected to the Internet through
relatively weak links, i.e. 512 kb/s upload speeds. The resulting system
is in use today, and freely available to any research project.

1 Introduction

Grid Computing and Public Resource Computing, PRC, provide increasingly in-
teresting means of obtaining computational resources. Grid Computing is mostly
used for connecting university supercomputers, while PRC is predominantly used
by research projects for harvesting PC based idle CPU-cycles for a small number
of research projects. However, even though the two fields appear closely related,
little effort has been made to combine them to a system that offers the flexibility
of Grid computing with the resource richness of the PRC model.

1.1 Motivation

Harvesting ’free’ cycles through PRC is of great interest since a modern PC is
powerful and highly underutilized, and as such cycle harvesting provides a huge
calculation potential if one combines millions of them in a computing Grid[1].

Most known Grid systems such as ARC[2] which is based on the Globus
toolkit[3] and Condor[4] are unsuitable for PRC computing, as they work under
the underlying assumption that the resources are available at anytime, which
PRC resources by their very nature are not.

To extend the PRC concept to actual Grid computing, security and instal-
lation of software on the donated resource are vital issues. All, to the authors
known, PRC projects requires the donor to install software on the resource that
should contribute, which alone eliminates users from donating resources from



computers that they do have administrative rights on. The software installa-
tion also opens for possible exploits and requires the donor to perform updates
on that software. This is not desirable and may reduce the amount of donated
resources.

Ensuring the safety of a donated resource while it executes a Grid job in
a PRC context is an all important topic since all free resources will vanish if
the model proves harmful to the hosts. Contrary to standard PRC tasks, a
Grid job may take any form and include the execution of any binary. Thus it is
necessary to take precautions to ensure that the execution of Grid jobs cannot
harm donated resources neither from intention nor by accident.

This paper addresses some of the problems that need to be solved in order to
combine PRC computing and Grid Computing. Our goal is to design a Grid PRC
secure sandbox model, where Grid jobs are executed in a secure environment
and no Grid or application specific software is needed on the donated resource.
Furthermore we ensure that resources may be in a typical PRC context, i.e.
located behind a Network Address Translation router and a firewall and thus
that the model may be used without modifications to firewalls or the routers.

1.2 Related Work

BOINC[5] is a middleware system providing a framework, which has proved
the concept of PRC, and is widely used by scientific research projects such
as SETI@HOME[6] and FOLDING@HOME[7]. MiG-SSS[8] is a Screen Saver
Science model built to combine PRC with Minimum intrusion Grid, MiG[9][10].
Our work differs from BOINC by aiming at a full Grid model, and differs from
both BOINC and MiG-SSS by aiming at no Grid specific software installation
on the client.

2 Web browsers and Java

To reach our stated goal of no Grid specific software installation and no modi-
fication of the donated machines firewall settings, we are forced to use software
which is an integrated part of a common Internet connected resource.

We found that amongst the most common software packages for any PC
type platform there is a Java enabled web browser. The web browser provide a
common way of securely communicating with the Internet, which is allowed by
almost all firewall configurations of the resources we target.1 The web browser
itself provides us with a communication protocol, but it does not by itself, provide
a safe execution environment, however all of the most common graphics enabled
web browsers have support for Java applets[11], that are capable of executing
Java byte-code located on a remote server.

1 Resources located behind firewalls that do not support outgoing HTTPS is consid-
ered out of range for this PRC, however it is not unseen that outbound HTTPS is
blocked.



The Java applet security model[12], ASM, prevents the Java byte-code ex-
ecuted in the applet from harming the host machine and thereby provides the
desired sandbox effect for us to trust the execution of unknown binaries on do-
nated resources.

The choice of web browsers and Java applets as the execution framework,
results in some restrictions on the type of jobs that may be executed in this
environment:

– Applications must be written in Java
– Applications must apply to ASM
– The total memory usage is limited to 64 MB including the Grid framework
– Special methods must be used to catch output
– Special methods must be used for file access

By accepting the limitations described above, a web browser may become a Grid
resource simply by entering a specific URL. This triggers the load and execution
of an applet which acts as our Grid gateway and enables retrieving and executing
a Java byte-code based Grid job. The details of this process is described next.

3 The Applet Grid Resource

Several changes to the Grid middleware are needed to allow Java applets to act
as Grid resources. First of all the Grid middleware must support resources which
can only be accessed through a pull based model, which means that all commu-
nication is initiated by the resource, i.e. the applet. This is required because the
ASM rules prevents the applet from initiating listening sockets, and to meet our
requirement of functioning behind a firewall with no Grid specific port modifica-
tions. Secondly, the Grid middleware needs a scheduling model where resources
are able to request specific type of jobs, e.g. a resource can specify that only jobs
which are tagged to comply to the ASM can be executed.

In this work the Minimum intrusion Grid[9], MiG, is used as the Grid mid-
dleware. The MiG system is presented next, before presenting how the Applet
Grid resource and MiG work together.

3.1 Minimum intrusion Grid

MiG is a stand alone Grid platform, which does not inherit code from any earlier
Grid middlewares. The philosophy behind the MiG system is to provide a Grid
infrastructure that imposes as few requirements on both users and resources as
possible. The overall goal is to ensure that a user is only required to have a
X.509 certificate which is signed by a source that is trusted by MiG, and a web
browser that supports HTTP, HTTPS and X.509 certificates. A fully functional
resource only needs to create a local MiG user on the system and to support
inbound SSH. A sandboxed resource, which can be used for PRC, only needs
outbound HTTPS[8].



Because MiG keeps the Grid system disjoint from both users and resources,
as shown in Figure 1, the Grid system appears as a centralized black box[9]
to both users and resources. This allows all middleware upgrades and trouble
shooting to be executed locally within the Grid without any intervention from
neither users nor resource administrators. Thus, all functionality is placed in a
physical Grid system that, though it appears as a centralized system in reality
is distributed. The basic functionality in MiG starts by a user submitting a job
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Fig. 1: The abstract MiG model

to MiG and a resource sending a request for a job to execute. The resource then
receives an appropriate job from MiG, executes the job, and sends the result to
MiG that can then inform the user of the job completion. Since the user and the
resource are never in direct constant, MiG provides full anonymity for both users
and resources, any complaints will have to be made to the MiG system that will
then look at the logs that show the relationship between user and resource.

3.1.1 Scheduling The centralized black box design of MiG makes it capable
of strong scheduling, which implies full control of the jobs being executed and
the resource executing them. Each job has an upper execution time limit, and
when the execution time exceeds this time limit the job is rescheduled to another
resource. This makes the MiG system very well suited to host PRC resources, as
they by nature are very dynamic and frequently join and leave the Grid without
notifying the Grid middleware.

3.2 The MiG Applet Resource

As explained above, all that is required for a PRC resource to join MiG is a sand-
box and support for outgoing HTTPS. However, the previous solution[8] requires
installation of non standard software to activate and execute the sandbox.



The Java applet technology makes it is possible to turn a web browser into a
MiG sandbox without installing any additional software. This is done automat-
ically when the user accesses “MiG One-Click”2, which loads an applet into the
web browser. This applet functions as a Grid resource script and is responsible
for requesting pending jobs, retrieving and executing granted jobs, and delivering
the results of the executed jobs to the MiG server.

To make the applet work as a resource script, several issues must be ad-
dressed. First of all ASM disallows local disk access. Because of this both exe-
cutables and input/output files must be accessed directly at the Grid storage.
Secondly only executables that are located at the same server as the initial ap-
plet are permitted to be loaded dynamically. Thirdly text output of the applet
is written to the web browser’s Java console and not accessible by the Grid
middleware.

When the applet is granted a job by the MiG server, it retrieves a specifi-
cation of the job which specifies executables and input/output files. The applet
then loads the executable from the Grid, this is made possible by the MiG server
which sets up an URL from the same site as the resource applet was originally
loaded which points to the location of the executables. This allows unknown
executables to be loaded and comply with the ASM restrictions on loading exe-
cutables. Figure 2 shows the structure of an One-Click job. Executables that are
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Fig. 2: The structure of an One-Click job

2 The URL accessed to activate the web browser as a sandboxed MiG Java resource
is called “MiG One-Click”, as it requires one click to activate it.



targeted for the MiG One-Click model must comply with a special MiG One-
Click framework, which defines special methods for writing stdout and stderr
of the application to the MiG system3. Normally the stdout and stderr of the
executing job is piped to a file in the MiG system, but a Java applet, by default,
writes the stdout and stderr to the web browsers Java console. We have not
been able to intercept this native output path. Input and output files that are
specified in the job description must be accessed directly at the Grid storage
unit since the ASM rules prohibits local file access. To address this issue the
MiG One-Click framework provides file access methods that transparently pro-
vide remote access to the needed files. Note that the MiG system requires input
files and executables to be uploaded to the MiG server before job submission
which ensures that the files are available at the Grid storage unit.

In addition to the browser applet a Java console version of the MiG resource
has been developed, to enable the possibility of retrieving and executing MiG
One-Click jobs as a background process. This requires only a Java virtual ma-
chine. To obtain the desired security model, a customized Java security policy
is used, which provides the same restrictions as the ASM.

3.3 Remote File Access

The One-Click executing framework that was introduced above also provides
transparent remote file access to the jobs that are executed. The MiG storage
server supports partial reads and writes, through HTTPS, of any file that is
associated with a job. When the resource applet accesses files that are associated
with a job, a local buffer is used to store the parts of the file that are being
accessed. If a file position which points outside the local buffer is accessed, the
MiG server is contacted through HTTPS, and the buffer is written to the MiG
server if the file is opened in write mode. The next block of data is then fetched
from the server and stored into the buffer and finally the operation returns to
the user application. The size of the buffer is dynamically adjusted to utilize the
previously observed bandwidth optimally.

3.3.1 Block size estimation To achieve the optimal bandwidth for remote
file access it is necessary to find the optimal block size for transfers to and from
the server. In this case the optimal block size is a trade off between latency and
bandwidth. We want to transfer as large a block as possible without excessive
latency increment since the chance of transferring data that will not be used
increases with the block size.

We define the optimal block size bsopt as the largest block where a doubling
of the block size does not double the time to transfer it. This can be expressed
the following way:

t(x) ∗ 2 > t(x ∗ 2) ∀x < bsopt (3.1)

t(x) ∗ 2 < t(x ∗ 2) ∀x > bsopt (3.2)
3 The result of a MiG job is the stdout/stderr and the return code of the application

that is executed.



t(x) = time to transfer block of size x

We do not want block sizes below bsopt as the time t used to transfer a block of
size x is less than doubled when the block size is doubled. On the other hand
we don’t want ‘too large’ block sizes as we do not know if the retrieved data
is going to be used or discarded due to a seek operation beyond the end of the
local buffer.

As the One-Click resources can be placed at any sort of connection, and
the bandwidth of the connection thus may differ greatly from one resource to
another, it is not possible to use a fixed block size and reach a good ratio between
bandwidth and latency at an arbitrary type of connection.

The simplest approach would be to use a fixed bsopt based on empirical tests
on the most common connections.

A less trivial, but still simple, approach would be to measure the time it takes
to connect to the server and then choose a block size which ensures the transfer
time of that block to be a factor of x larger than the time to connect, to make
sure that the connection overhead does not exceed the time of the actual data
transfer.

The chosen approach is to estimate bsopt from the time spent transferring
block x− 1 with the time of transferring block x, starting with an initial small4

block size bs0 and then doubling the block size until a predefined cutoff ratio
CR is reached. After each data transfer the bandwidth bwx is calculated and
compared to the bandwidth of the previous transfer bwx−1. If the ratio is larger
than the predefined CR:

bwx

bwx−1
> CR (3.3)

then the block size is doubled:

bsx+1 = bsx ∗ 2 (3.4)

As the block size is doubled in each step the theoretical CR to achieve bsopt

should be 2, since there is no incentive to increase block size once the latency
grows linearly with the size of the data that is transferred. However in reality,
one need to get a CR below 2 to achieve bsopt. This is due to the fact that all
used block sizes are powers of 2, and one cannot rely on the optimal block size
to match a power of 2.

Therefore to make sure to get a block size above bsopt you need a lower CR.
Empirical tests showed that a CR about 1.65 yields good results, see section 5.2

Additional extensions include adapting to the frequency of random seeks in
the estimation of the CR. A large amount of random seeks to data placed outside
the range of the current buffer will cause new blocks to be retrieved in each seek.
Therefore the block size should be lowered in those cases to minimize the latency
of each seek.
4 An initial small block size gives a good result as many file accesses applies to small

text files such as configuration files.



4 Checkpointing

PRC resources will join and leave the Grid dynamically, which means that
jobs with large running time have a high probability of being terminated be-
fore they finish their execution. To avoid wasting already spent CPU-cycles
a checkpointing mechanism is build into the applet framework. Two types of
checkpointing have been considered for inclusion, transparent checkpointing and
semi-transparent checkpointing.

4.1 Transparent Checkpointing

All to the authors known transparent checkpoint mechanisms provided to work
with Java, require the JVM to be replacement or access to the /proc file system
on Linux/Unix operating system variants, as the default JVM does not support
storing program counter and stack frame. Since our goal is to use a web browser
with the Java applet as a Grid resource neither of those solutions are satisfactory,
since both the replacement of the JVM and access to the /proc file system
violates the Java applet security model. Furthermore most PRC resource will
be running the Windows operating system which do not support the /proc file
system.

4.2 Semi-transparent Checkpointing

Since transparent checkpointing is not applicable to the One-Click model, we
went on to investigate what we call semi-transparent checkpointing. Semi-trans-
parent checkpointing covers that the One-Click framework provides a checkpoint
method for doing the actual checkpoint, but the application programmer is still
responsible for calling the checkpoint method when the application is in a check-
point safe state.

The checkpoint method stores the running Java object on the MiG server
through HTTPS. Since it can only store the object state, and not stack in-
formation and program counters, the programmer is responsible for calling the
checkpoint method at a point in the application, where the current state of the
execution may be restored from the object state only. To restart a previously
checkpointed job, the resource applet framework first discovers that a checkpoint
exists and then loads the stored object.

To ensure file consistency as part of the checkpoint, the framework also sup-
ports checkpointing of modified files, which is done automatically without involv-
ing the application writer. Open files are checkpointed if the job object includes
a reference to the file.

5 Experiments

To test the One-Click model we established a controlled test scenario. Eight
identical Pentium 4, 2.4 GHz machines with 512 MB ram were used for tests.



5.1 One-Click as concept

The test application used, is an exhaustive algorithm for folding proteins written
in Java. This was changed to comply with the applet framework.

A protein sequence of length 26 was folded on one machine, which resulted
in a total execution time of 2 hours, 45 minutes and 33 seconds. The search
space of the protein was then divided into 50 different subspaces using standard
divide and conqueror techniques. The 50 different search spaces were submitted
as jobs to the Grid, which provides an average of 6 jobs per execution machine
and 2 extra jobs to prevent balanced execution. The search spaces on their own
also provide unbalanced execution as the valid protein configurations vary from
one search space to another and thus results in unbalanced execution times. The
experiment was made without checkpointing the application. The execution of
the 50 jobs completed in 29 minutes and 8 seconds, a speedup of 5.7 for 8
machines. While this result would be considered bad in a cluster context it is
quite useful in a Grid environment.

To test the total overhead of the model, a set of 1000 empty jobs was sub-
mitted to the Grid with only one One-Click execution resource connected. The
1000 jobs completed in 19935 seconds, which translates to an overhead of ap-
proximately 20 seconds per job.

5.2 File access

To achieve the best bandwidth cutoff ratio CR several experiments has been
made. In the experiments a 16 MB file was read 100 times by the One-Click
resource on a 20 Mb/s broadband Internet connection. All experiments start
with an initial block size of 2048 (211) bytes. The first experiment was run with
a CR of 0, which means that the block size is doubled in every transfer. The
result is shown in figure 3.

Fig. 3: The upper figure shows the latency as a function of the block size, the lower figure shows

the bandwidth ratio bwx
bwx−1

as a function of the block size. Between block size 218 and 220

the latency starts to raise and the bandwidth ratio starts to fall. This is where the cutoff is
chosen to avoid excessive raise in latency



The figure shows how that the latency starts to raise dramatically between
block size 218 and 220 and the bandwidth to latency ratio starts to fall at those
block sizes. The bandwidth to latency ratio between block size 218 and 220 lies
in the interval from 1.25 to 1.75. Based on these observations we performed the
same test with a CR of 1.5. The result is shown in figure 4.

Fig. 4: The latency as a function of the block size with CR 1.5

This shows that a CR of 1.5 is too low as block sizes of 221 occur and we
want the block sizes to be between 218 and 220 to limit the maximum latency.
Therefore the CR must be between 1.5 and 1.75. The test was then run with
CR 1.55, 1.60, 1.65, 1.70 and 1.75. The result is shown in figure 5.

We observe that a CR of 1.75 is too high, as only a few block sizes of 219

occur and no block sizes of 220 occurs. A CR of 1.55 results in a few block sizes
of 221 which is above the block sizes we want. 1.60 represents the block sizes we
want and block size 220 is well represented. A CR of 1.65 represents block size
219 well and a few block sizes of 220 is reached as well, and a CR 1.70 represents
block size 220 but no block sizes of 221 are represented. We choose a CR of 1.65
as block size 220 is considered the braking point where the latency starts to grow
excessively, therefore we do not want it to be to well represented, but we want
it to be represented, which is exactly the case at a CR of 1.65.

To verify the previous finding that the CR value should be 1.65 a test ap-
plication, which traverses a 16 MB file of random 32 bit integers was developed.
First the application was tested against the framework, where fixed block sizes
were used, and then the application was tested against the framework, where
the dynamic block sizes with a CR of 1.65 were used. The results are shown i
figure 6.

The experiment shows, as expected, that the execution time decreases as the
block sizes increase in the experiments with static block sizes. The execution time
in the experiments with the dynamic block sizes all reside around 256 seconds5

which are satisfactory, as this shows that compared to largest static buffer size of

5 With the exception of 3 runs, which are classified as outliers



Fig. 5: The latency as a function of the block size with CR 1.55, 1.60, 1.65, 1.70, 1.75

Fig. 6: The execution time as a function of the block size and the execution time with dynamic
block sizes and a CR of 1.65



interest6, the execution time loss using a dynamic buffer size is at most a factor
of four. The reader should note that this type of application is the worst case for
dynamic buffer sizing as all the data are read sequentially. If the integers were
read in random order, the dynamic buffer size execution would perform much
better.

5.3 Checkpointing

The next obvious performance issue is to test the overhead of performing a
checkpoint operation within a process. This was tested by submitting jobs that
allocate heap memory in the range from 0 kB to 8192 kB. Each job first allocates
X kB, where X is in the order power of 2, and does 10 checkpoints, which saves
the entire heap space. The performance was first tested on a 20 Mb/s broadband
Internet connection. The test was then repeated using a more modest 2048/512
kb/s broadband Internet connection. The result of these tests is shown in figure 7.
In the first test, using the 20 Mb/s connection, the checkpoint time is constant

Fig. 7: The time spend checkpointing on a 20 Mb/s and a 2048/412 kb/s Broadband Internet

as the memory size grows. We can conclude from this, that the overhead of
serializing the Java object is dominating compared to the actual network transfer
time. The opposite is the case when we examine the results of the 2048/512 kb/s
connection. Here we see that the time spent grows linearly with the size of the
allocated memory, from which we may conclude that on a 512 kb/s connection
the bandwidth is, not surprisingly, the limiting factor.

6 The largest static buffer of interest is 217 as this is where the time gained by doubling
the buffer, levels out.



6 Conclusion

In this work we have demonstrated a way to combine Grid computing with PRC,
the One-Click framework, without the need to install any PRC client software
on the donating resource.

The use of Java applets provides a secure sandboxed executing environment
that prevents the executing Grid jobs from harming the donated machine. The
disadvantage of this approach is that all jobs must be written in Java and in
addition comply with the presented framework, including the Java Applet Secu-
rity Model. However the modifications that are needed to port an existing Java
application are limited to using special methods for stdout and stderr, applying
to the Java applet security model, and using the One-Click framework for re-
mote file access. The One-Click framework also includes the means to provide
semi-transparent checkpointing of the applications at runtime.

The Minimum intrusion Grid supports the required pull-job model for re-
trieving and executing Grid jobs on a resource located behind a firewall without
the need to open any ingoing ports. By using the One-Click approach any com-
puter with a web browser that can execute Java applets can become a Grid
resource for PRC simply by entering the MiG One-Click URL. Once the user of
the donated computer wishes to stop the execution, the browser is simply closed
down or pointed to another URL, and the execution stops. The MiG system de-
tects this event, by a timeout, and resubmits the job to another resource, where
the job is resumed from the latest checkpoint that was made.

Experiments have been performed to find the optimal block size for the re-
mote file transfer that the framework includes. The experiments show that dou-
bling the block size in each transfer gives the optimal tradeoff between bandwidth
and latency as long as the CR is below 1.65.

The experiments also show that the dynamic block sizes approach increases
the execution time by of factor of four compared to the execution time reached
with the largest static block size in a worst case scenario.

The building checkpointing mechanism has an overhead of 15 seconds per
checkpoint on a 2.4GHz P4 and the One-Click framework overall is causing
approximately 20 seconds of overhead to each execution, compared to local exe-
cution. Despite of this a considerable speedup is reached in the presented protein
experiment.
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