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Abstract: Facilitating the organization and work of Vir-
tual Organizations is amongst the premiere advantages of
Grid computing. MiG is a new middleware with a funda-
mental change in the basic design compared to traditional
middleware. The design makes it simple to obtain and im-
plement all of the classic Grid features and furthermore it
introduces completely new possibilities to facilitate Virtual
Organizations in the middleware.

1. Introduction

Grid computing was first defined in 1999 in “The Grid
Blueprint”[6] as ”A computational grid is a hardware and
software infrastructure that provides dependable, consis-
tent, pervasive, and inexpensive access to high-end compu-
tational capabilities.”

Facilitating the organization and work of Virtual Organi-
zations is amongst the premiere advantages of Grid comput-
ing. In [4] it is stated that “the real and specific problem that
underlies the Grid concept is coordinated resource sharing
and problem solving in dynamic, multi-institutional virtual
organizations.” Resource sharing in this context is not only
about files, but access to all kinds of resources like compu-
tational power, external data, software and specialized hard-
ware. When sharing resources in loosely organized collab-
orations, such as virtual organizations, one need the abil-
ity to apply a number of rules and conditions which define
the policy of the individual collaborations. Thus, seen at the
outmost abstraction level, a virtual organization is a set of
well defined individuals who share a well defined set of re-
sources.

While essential to Grid computing, Virtual Organi-
zations are defined purely as concept in Grid comput-
ing and not strictly defined by a protocol or similar. The
most widespread implementation of Virtual Organiza-
tions is the Virtual Organization Membership Service,
VOMS, which essentially works by allowing the user to re-
quest a proxy-certificate from a given Virtual Organi-
zation, using that proxy-certificate the user may then
continue to submit the desired job to a resource that ac-
cepts the VO proxy-certificate.

In this paper we describe the Virtual Organization model
in the Minimum intrusion Grid, and its implementation.
Apart from fitting better with the MiG philosophy over-
all than the VOMS model, VGrids provide the user with a
seamless integration of all resources, both data and comput-
ing resources. In addition the VGrid model supports queu-
ing systems with fairshare scheduling and user group quota
handling without any centralized knowledge, i.e. Grid needs
not to know of local user allocations and local sites need not
know about Virtual Organizations.

1.1. Minimum intrusion Grid

Minimum intrusion Grid, MiG, is a Grid middleware
model and implementation designed with previous Grid
middleware experiences in mind. In MiG central issues such
as security, scalability, privacy, strong scheduling and fault
tolerance are included by design. Other Grid middlewares
tend to suffer from problems with at least one of these is-
sues.

The MiG model seeks to be non-intrusive in the sense
that both users and resources should be able to join the Grid
with a minimal initial effort and with little or no mainte-
nance required. One means to obtain these features is keep-
ing the required software installation to a functional min-
imum. The software that is required to run MiG includes
only ’need to have’ features, while any ’nice to have’ fea-
tures are completely optional.

This design philosophy has been used, and reiterated,
so stringently that in fact neither users nor resources are
required to install any software that is MiG specific. An-
other area where MiG strives to be non-intrusive is the
communication with users and resources. Users in general
and resources in particular can not be expected to have
unrestricted network access in either direction. Therefore
the MiG design enforces that all communication with re-
sources and users should use only the most common proto-
cols known to be allowed even with severely restricted net-
working configurations. Furthermore resources should not
be forced to run any additional processes running with root
privileges.



Figure 1. The abstract MiG model

Fig. 1 depicts the way MiG separates the users and re-
sources with a Grid layer, which users and resources se-
curely access through one of a number of MiG servers. The
MiG model resembles a classic client server model where
clients are represented by either users or resources. The
servers are represented by the Grid itself, which in the case
of MiG is a set of actual computers, not simply a proto-
col for communicating between computers. Upon contact-
ing Grid any client can request to either upload or down-
load a file. Users in turn can additionally submit a file to the
job-queue while resources can request a job.

Most of the actual functionality is located at the MiG
servers, where it can be fully maintained and controlled by
the MiG developers. Thus, in addition to minimizing the
user and resource requirements, the Grid layer simplifies
consistent deployment of new versions of the software.

The security infrastructure relies on all entities: users,
MiG-servers and resources, being identified by a signed cer-
tificate and a private key. The security model is based on
sessions and as such requires no insecure transfers or stor-
age of certificates or proxy-certificates as it is seen with
other Grid middlewares. Users communicate securely with
the server by means of the HTTPS protocol using certifi-
cates for two-sided authentication and authorization. Server
communication with the resources is slightly more compli-
cated as it combines SSH and HTTPS communication to
provide secure communication and the ability to remotely
clean up after job executions.

Job management and monitoring is very similar to file
access so it is also done either through the web-interface or
with the MiG-executables. Users simply submit jobs to the
MiG-server, which in turn handles everything from schedul-
ing and job hand out to input and output file management.
An important aspect is that a job is not scheduled to a re-
source before the resource is ready to execute it. Resources
request jobs from the MiG-server when they become ready.
The MiG-server then seeks to schedule a suitable job for ex-
ecution at the resource. If one is found, the job with input
files is immediately handed out to the resource, otherwise
the resource is told to wait and request a job again later.

Upon completion of a job, the resource hands the result
back to the MiG-server which then makes the result avail-
able to the user through her home directory. In order to keep
the middleware source as portable and easy-to-read as pos-
sible, as much of the project as possible must be imple-
mented in Python since it provides a very clear syntax, a
high level of abstraction and it allows rapid development.
Another language may only substitute Python if it is strictly
required.

2. VOMS and CAS

The authorization system for virtual organizations in
Globus, gLite and NorduGrid is called Virtual Organization
Membership Service (VOMS). In VOMS the VO’s have
a hierarchical group based structure with groups and sub-
groups and users can be a member of one or more groups.

2.1. VOMS

VOMS work by allowing the user to request a proxy-
certificate that verifies VO membership from any VOMS
server. If the VOMS server has information to the end that
the requesting users is in fact member of the desired VO
it returns the proxy-certificate. Using that proxy-certificate
the user may then continue to submit the desired job to a re-
source that accepts the VO proxy-certificate. The process is
shown in figure 2.

Figure 2. VO membership certificate in VOMS

When presented with a proxy-certificate the resource
verifies that the user is member of an accepted VO and con-
tinues the authorization process. The resource may maintain
a list locally with banned users and deny a user access even
though VO membership has been confirmed by the VOMS
server through the proxy-certificate.

2.2. CAS

Community Authorization Service, CAS, which is part
of the Globus toolkit[8][7], seeks to provide a more fine



grained access control than simply membership of a VO.
CAS works by introducing a new abstraction level in the
system called roles. Roles are similar to sub-groups in a VO
except that roles are not only associated with a set of re-
sources but also with the operations that may be performed
on the resources, i.e. a specific role may only provide read
privileges to a data-set but not write privileges. The process
that implements this mechanism is identical to the overall
VOMS process as shown in figure 2.

2.3. GridShib

GridShib[5] is a project which seeks to replace ordinary
VOMS and CAS systems with a Shibboleth[1] based au-
thorization model. One of the driving motivations for Grid-
Shib is the same as one of the primary motivations for MiG,
namely the need for user privacy.

3. Virtual Organizations in MiG: VGrids

The MiG design has made it easy to obtain a lot of
the Grid features that was previously very hard to imple-
ment. The development of MiG in general has greatly ben-
efited from the knowledge and mistakes learned by the first
middleware that appeared. The VOMS approach of proxy-
certificates is cumbersome and represents some concerns on
manageability and security, as an example it is not possible
to revoke a proxy-certificate. How to address these issues
was discussed for some time in the MiG team.

We seek a model that supports the anonymity required
by MiG, and which does not introduce proxy-certificates,
a concept which is entirely eliminated from the MiG de-
sign and which should not be re-introduced in order to
support VOs. At the same time we also need to keep
the anonymity between user and resource and provide the
strong-scheduling capabilities found in MiG. Another im-
portant observation from real-world Grids is that many large
resources are hard to connect to Grid since they run on user
group quota allocations and often use a fair-share schedul-
ing mechanism. In order to support access to a resource
from Grid by two independent user groups, complex sub-
mission handling or even multiple Grid entry-points must
often be introduced, both of which increase the complex-
ity of managing resources towards Grid and thus decreases
motivation to join a Grid system. We believe it is impera-
tive to support the natural regulation mechanisms in local
sites, and we also believe that local administration of Grid
related options should be kept at a minimum, according to
the project name, minimum intrusion grid.

The proposed solution is an entirely different approach
to virtual organizations. In its nature Grid seeks to allow
a set of users to share a set of resources, while VOs seek
to control which users of a Grid share which resources, in

essence a VO becomes a subset of a Grid. With this in mind
we choose Grids as our basic mechanism and treats a VO as
Grid-whithin-a-Grid, or Virtual Grids, VGrids (figure 3).

A VGrid appears to a user almost as an ordinary Grid, it
has users, compute-resources and data-resources. As MiG
seeks to hide much of the Grid complexity to the user, all
data-resources a user has access to are presented in the form
of a unified file-system, and VGrid data-resources appear as
subdirectories in the users home-directory.

Resources never see the identity of the users due to the
anonymity feature of MiG. It therefore makes no sense for
resources to maintain a local list of banned users as in tradi-
tional middleware. If a resource joins a VGrid it grants ac-
cess to all users within it.

In fact, today there are no resources in the ordinary MiG
Grid any longer, all resources are located in a VGrid.

Figure 3. VGrids are integrated by design.

3.1. Authorization Structure in VGrids

The set of allowed users in a VGrid consist of two types,
owners and members. All valid MiG users are allowed to
create new VGrids and can then include any other user they
know of as either co-owners of the VGrid or ordinary mem-
bers of the VGrid. The user who creates it automatically be-
comes an owner of the new VGrid. Owners can add and re-
move other owners and members, but a VGrid must always
have at least a single owner. Besides having the authoriza-
tion to manage other owners and members an owner also
has the privileges as regular members, that is to access the
resources in the VGrid and the files belonging to the VGrid.

The authorization structure is hierarchical and as such
similar to the structure of VO’s. If you have owner or mem-
ber rights of a VGrid you automatically have the same rights
on all sub VGrids. This means that an owner of VGrid V0
is also an owner of V0/V1 and V0/V1/V2 but not the other
way round, i.e. some VGrids may have owners that are not
even members of the parent VGrid if this is desired.



3.2. Files in VGrids

MiG users have a personal home directory located on
the MiG servers and the client never communicate directly
with the resources, everything goes through the central MiG
servers. This means that the input files needed to execute a
job must first be uploaded to the server from where the re-
source can retrieve the file before executing the job. After
a job has been executed the outputfiles are uploaded by the
resource to the server and the user can download the file or
use it in new job submissions or simply leave the file at the
server where it may be safely stored.

To support file sharing between members of a VGrid, a
directory is created on the server where all members are al-
lowed to read and write. It looks like just any other direc-
tory in the members home directories, but the files within it
are readable and writable by all VGrid members.

3.3. Resources in VGrids

One of the observed complications with the VOMS
model is the problem of having two user groups with
each their allocation on a large resource that both ac-
cesses their allocation through Grid. In the VGrid model
this becomes extremely easy, and both allocation quo-
tas and fair share scheduling is supported by default and
without requiring any administration on the local re-
source. Upon creating a VGrid the owners of that VGrid
can add resources to it. As in the original MiG model a re-
source is simply an ordinary user account that allow in-
coming ssh and outgoing https. The administrator of a
resource allocation simply creates an account on the re-
source, as he would do with a new member of his re-
search team, and registers that account with the VGrid.
From that point the VGrid can use the resource, but lo-
cally at the resource the VGrid use appears simply as the
use of an ordinary, untrusted, user.

3.4. Other Advantages and Additional Features of
VGrids

VGrids have a number of additional advantages and fea-
tures compared to the VOMS approach.

3.4.1. Custom Optimized Job Submission When a
VGrid is created two web-page references are automati-
cally generated within the MiG namespace. A public page
that can be accessed by all Internet users where the own-
ers can promote and publish information about the project,
and a private page which is only accessible by members
of the VGrid. Within the private page a custom job sub-
mission page may be created, using HTML. This page
can be optimized to the special purpose of the VGrid, of-
ten in the form of an application portal to Grid execu-

tion by the VGrid owner using a set of predefined names
for the HTML controls in a HTML form which has the
MiG server as target. The MiG server generates a job de-
scription file based on the values of the HTML controls
when it receives the form and submits it to the execu-
tion queue of the VGrid on behalf of the user. All usual
HTML controls are thereby available for the VGrid own-
ers when they create their specialized submit page as
well as Cascading Style Sheets (CSS), a technology of-
ten used in conjunction with HTML to create a set of web
pages with a consistent look.

3.4.2. VGrid Monitor and Statistics A Grid mon-
itor with a snapshot of the current state of the Grid
and a web page with various statistics e.g. the total num-
ber of jobs the Grid has processed are two features that have
been a part of most Grid middlewares for some time. Be-
sides an overall monitor and statistics page for the com-
plete Grid, the same information is available for the
separate VGrids. The default is that the VGrid moni-
tor and statistics pages are only accessible by members of
the VGrid, but the owners can change this to make the in-
formation public available.

3.4.3. Easy Information Sharing A WIKI is a special
kind of website where users can easily add and edit pages
and content. It is a very simply way for a group of peo-
ple to collaborate and together create and maintain infor-
mation. Perhaps the most known WIKI is the wikipedia [3]
where Internet users together have created an encyclopedia
that at the time of this writing has more than 950.000 arti-
cles and more than 900.000 registered users that maintain
the information. This is big-scale collaboration! The fun-
damental technology behind a WIKI is HTTP and HTML,
technologies as MiG is build upon and compatible with. It
is possible to install a WIKI back-end on the MiG server
and let the owners of MiG VGrids make WIKI functional-
ity available on VGrid pages that can be public accessed or
by members only.

4. Implementation

Since we are presenting the user to Virtual Grids it is im-
portant that the VGrid appears as a Grid in its own right to-
wards both users and resources. It is self evident that imple-
menting VGrids as actual independent Grids is not feasible
and would bar the users from seeing one unified filesystem
for all their Grid activities as well as make the user manage-
ment much more complex. The starting point for the imple-
mentation is the single-VO MiG implementation, where all
users can access all resources and there is no shared files be-
tween users.

First a directory is created on the MiG server to hold in-
formation about the VGrid and its members. The directory



can only be accessed by MiG server code and administra-
tors and not by MiG users or resources. In this safe loca-
tion files called owners list, members list and resources list
are created. The owners list and members list files contain
the names from the certificates of the respective owners and
members. The resources list file contain the unique resource
names of the resources that the VGrid owner allows to ex-
ecute jobs for the VGrid. It is possible to use a wildcard to
indicate that all MiG resources are allowed to execute jobs
submitted to the VGrid.

4.1. File Sharing

A directory with the same name as the VGrid is created
on the web server on a location where it is not directly ac-
cessible by any users. The purpose of this directory is to
hold the files shared between the members of the VGrid.
When a member or owner is added to the VGrid a symbolic
link is created in their home directory pointing to the di-
rectory holding the shared files. If the new VGrid is called
“POVRAY” this means it looks like all members of this
VGrid have a “POVRAY” directory in their personal home
directory, in reality it is just a symbolic link.

When an owner or member is removed from a VGrid the
symbolic link is simply deleted and the user can no longer
access the files shared in the VGrid.

4.2. Public and Private Web Pages

At the time a VGrid is created a public and a pri-
vate accessible web page are generated. In this respect pub-
lic means that all Internet users are authorized and private
only members of the VGrid. All VGrid owners have a pub-
lic base and private base directory in the root of their per-
sonal home directories. When someone is added as an
owner of a VGrid a symbolic link is created in both pri-
vate base and public base with the name of the VGrid. It is
easily explained with an example. If someone is added as
an owner of a VGrid called povray, the following directo-
ries seem to be available: povray, public base/povray, pri-
vate base/povray. Files located in public base/povray
can be accessed by all Internet users if they visit
http://migrid.org/vgrid/povray/filename and files in pri-
vate base/povray can be accessed by members of the VGrid
only if they visit https://migrid.org/vgrid/povray/filename.

4.3. Authorization Structure

Upon addressing a file or directory which is associated
with a VGrid the user’s membership towards that VGrid is
examined based on the name from the user’s certificate. If
the user is a member of the VGrid access is granted and
the transaction is continued, otherwise the user is returned

Functionality Lines
HTML administration interface 60
Create a new VGrid 115
Add a new member to a VGrid 35
Add a new owner to a VGrid 58
Add a new resource to a VGrid 29
Remove a member from a VGrid 31
Remove an owner from a VGrid 49
Remove a resource from a VGrid 26
List VGrid members 21
List VGrid owners 21
List VGrid resources 21
Shared functions used by the scripts above 174
Total 640

Table 1. Code lines in VGrid relevant scripts

an access denied message. If a job executing on behalf of a
user attempts to access files in a VGrid that the user is not
a member of then the job fails and the user is notified. This
means that membership changes are instant and we need not
wait for a proxy-certificate to age before all capabilities has
been revoked.

4.4. Implementation Effort

Even though VGrids are feature rich and addresses a
number of concerns in the VOMS model, the implemen-
tation turned out to be very simple indeed. To measure code
quantities we have used the SLOCCount utility [9]. In ta-
ble 1 the number of code-lines in VGrid relevant scripts can
be seen.

In addition to the code mentioned above approx. 50 lines
of VGrid code have been added in the rest of the MiG server
code. A total of less than 700 lines of code was needed,
and in fact the vast majority of the effort in producing the
VGrid model have been in the analyses phase, trying to ad-
dress every possible challenge up front. In comparison to
the 700 lines of MiG VGrid code the VOMS client in gLite
has in excess of 38.000 lines, also measured with SLOC-
Count [2].

5. Taking Our Own Medicine

To verify and prove the stability and features of the
VGrid implementation to ourselves we chose to let a VGrid
handle collaboration between the authors of this paper. The
authors were separated with 400km during the writing of
this paper. First a VGrid called “VGrid” was created and a
number of relevant Grid and VO papers were downloaded
to a subfolder in the VGrid folder called “Others”. Now
all members of the VGrid could access the papers in the
VGrid/Others directory just as files in their personal home
directory. A “ETNgrid06” directory was created to hold the
source of the paper, and by using the MiG online file ed-
itor the first .tex files were authored and saved in this di-



rectory. Figures were created on the authors local machines
and uploaded to the “ETNgrid06/figures” directory.

A short while after the initial files had been created, a pri-
vate entry page was created for the VGrid. A screenshot of
this web page can be seen in figure 4.

Figure 4. Customized entry page

As it can be seen in the figure, the customized entry page
for members of the VGrid contains:

• Link to VGrid folder containing the referenced and
other published papers about Virtual Organizations

• Link to the code base for this paper
• Link to latest compiled .pdf version of the paper
• Button to compile a new version of the paper based on

the sources located in VGrid

When writing a paper in LATEXthe source must be com-
piled to get an impression of the length and appear-
ance of the final paper. The MiG system do not provide a
LATEXcompiler, but many of the MiG resources do. The ob-
vious solution is to let one of those compile the paper
by creating a Grid job that takes the LATEXsource, com-
piles it and generates a .pdf file that is uploaded by the
resource to the VGrid directory.

The VGrid submit page functionality is used in the en-
try page HTML code by letting the “Compile ETN paper”
button have a form target at the MiG server and a hidden
HTML control containing the needed mRSL specification.
When the “Compile ETN paper” button is pressed, the fol-
lowing mRSL is submitted to MiG:

::EXECUTE::
latex vgrid_paper.tex
bibtex vgrid_paper
latex vgrid_paper.tex
latex vgrid_paper.tex
dvipdf vgrid_paper.dvi
::INPUTFILES::
VGrid/ETNgrid06/* *
VGrid/ETNgrid06/figures/* figures/*
::OUTPUTFILES::
vgrid_paper.pdf VGrid/ETNgrid06/vgrid_paper.pdf
::RUNTIMEENVIRONMENT::
LATEX
BIBTEX
::VGRID::
VGrid

The LATEXsource files are specified in the ::INPUT-
FILES:: section, so they are available on the resource be-
fore the ::EXECUTE:: commands are executed. After

successful execution of the latex, bibtex and dvipdf com-
mands the .pdf file is uploaded to the MiG server in the
VGrid directory. The ::RUNTIMEENVIRONMENT:: ar-
guments make sure that only resources that have software
available to compile LATEX and BIBTEX jobs are sched-
uled by the MiG server.

Two authors collaborating by writing a paper with the
help of VGrids was a good experience. Source files were
edited online and .pdf files are quickly generated by MiG
resources. Best of all, no manuscripts were passed amongst
the authors using e-mail and no CVS inconsistencies or file-
locks were endured.

6. Conclusions

VGrids are a completely new approach to integration of
the very important Virtual Organization features in a Grid
middleware. Instead of having separate servers to support
and facilitate virtual organizations, VGrids is integrated in
the core of the middleware. The VGrid solution supports
the same virtual organization features as traditional middle-
ware and introduces new technologies and possibilities to
make collaboration easier. Due to the unique integration in
the middleware this is obtained with a simple and minimal
implementation.
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